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Product assurance is an essential part of product development process if developers want
to ensure that final product is safe and reliable. Product assurance can be supported with
risk management and with different failure analysis methods.
Product assurance is emphasized in system development process of mission critical sys-
tems. The product assurance process in systems of this kind requires extra attention. In
this thesis, mission critical systems are space systems and the product assurance process
of these systems is presented with help of space standards.
The product assurance process can be supported with agile development because agile
emphasizes transparency of the process and fast response to changes. Even if the deve-
lopment process of space systems is highly standardized and reminds waterfall model,
it is still possible to adapt agile development in space systems development. This thesis
aims to support the product assurance process of space systems with agile development
so that the final product would be as safe and reliable as possible.
The main purpose of this thesis is to examine how well product assurance is performed
in Finnish space organizations and how product assurance tasks and activities can be
supported with agile development. The research part of this thesis is performed in survey
form.
Key words: Product assurance, space systems, ECSS-standards, agile development
TURUN YLIOPISTO
Informaatioteknologian laitos
ISOMÄKI, MINNA: Tuotevarmennus avaruussysteemien ketterässä kehityksessä
Diplomityö, 90 s., 12 liites.
Ohjelmistotekniikka
Lokakuu 2015
Tuotevarmennus on oleellinen osa tuotekehitysprosessia kun halutaan varmistua siitä, että
lopputuote on turvallinen ja luotettava. Tuotevarmuutta voidaan tukea erityisesti riskien-
hallinalla ja erilaisilla virheiden analysointimenetelmillä.
Tuotevarmennuksen merkitys on korostunut tehtäväkriittisten systeemien tuotekehityk-
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putousmallia, on ketteryyttä kuitenkin mahdollista soveltaa osana avaruusprojektia. Tässä
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Chapter 1
Introduction
This thesis was produced as a part of AgiSpacES (Agile Development Methods for Em-
bedded Systems in Space Industry) project in Technology Research Center of University
of Turku.
The purpose of this thesis is to introduce the term product assurance and concentrate on
space product assurance which is mainly controlled by standards. This thesis also intro-
duces agile development and the purpose of the agile development is to act as supplement
which offers good practises that would support the performance of space product assur-
ance activities.
Product assurance is presented in Chapter 2 and is in an important role in system devel-
opment where safety and reliability act in the key roles. Risk management and failure
analysis methods are presented as activities that support product assurance process be-
cause with risk management and failure analysis methods it is possible to identify and
eliminate possible problems before they even occur.
Chapter 3 presents the product assurance of space technology. Product assurance is in
an essential role in space systems because they are critical systems which must be safe
and reliable. In space industry, product assurance is supported with standards which are




The main focus of the Chapter 4 is in agile development which is a development method
which emphasizes transparency of the development process and fast response to changes.
Agile defines different methods that follow agile principles and values. In this thesis, pre-
sented methods are Scrum, Lean, Kanban, and Extreme programming
The main purpose of these three theory chapters is to give the reader an understanding of
topics: product assurance, product assurance in space technology and agile development.
This thesis aims to answer the following two research question
RQ1 How well product assurance is performed in Finnish space organizations gen-
erally?
RQ2 How space product assurance can be supported with agile?
Chapters 5 and 6 are survey chapters. In this thesis the survey is based on report "SPACE-
2000, Development of PA/QA for space instruments"[1] made in 1996. The report was
made by AL Safety design and the main purpose of the report was to examine how prod-
uct and quality assurance were implemented in Finnish space industries at that time.
The answers for RQ1 and RQ2 can be found for the survey. The purpose of this thesis is
to update the previous survey and examine how well product assurance is performed in
Finnish space organizations and how product assurance activities can be supported with
agile methods and practices of them.
Because of these RQ’s the survey also consists of two different sections. The first section
answers to RQ1 and the second section answers to RQ2. In this thesis the respondents
of the survey are the experts of the space system development so that the result of survey




Product assurance, also known as PA, is in a major role in projects where reliability and
safety are required properties. The main goal of product assurance is to take care that the
product or system fulfils the technical and design requirements and the needs of the cus-
tomer. If for some reason the system does not fulfil these requirements, a system might
behave in an unexpected way and can cause an accident or disaster. [2]
It is relevant to eliminate failures, faults and hazards from the system. A failure is a sit-
uation where the product or system works in a different way that it should and a fault is
a divergent state of the system which can be caused by a failure. A hazard is known as a
potential situation that can cause or support damage. A hazard is a result of at least one
cause which can be human error or an unpredictable event.[3] Risk management will be
presented later in Section 2.3 and its main purpose is to support the elimination process
of potential problems such as failures, faults and hazards. A risk management process
itself can also be supported with different failure analyses that help identify the failures
and causes of failures.
The most crucial meaning of the product assurance is to ensure that all products are safety
and all possible causes that might cause harm are eliminated before they even occur.
Product assurance is crucial in both hardware and software domains and it is especially
important in embedded systems which are systems that consist of mechanic, electronic
and software parts. In systems of this kind, the collaboration of different components
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should be seamless. If development of safe and reliable systems is desired, it is essential
to understand the safety and reliable aspects of each component.
2.1 Safe Software Engineering
Traditionally it is thought that safety issues only concern hardware components because
the software does what it is programmed to do. Partly this is true because software itself
cannot cause harm or damage but mistakes in requirements and programming behind the
software are the key safety issues. [4].
Traditionally software requirements are defined at the beginning of the project because
only then it is possible to make sure that these requirements are clear to all programmers.
Design work is easier to do if the requirements are defined in an early phase and the result
of the design work is better because it responds to the original requirements. However the
requirement definition of this kind do not offer enough flexibility to change these require-
ments in late phases which might lead to weaker compliance with the requirements.
Programming mistakes, called bugs, are quite common and almost all software contains
them. For that reason the main focus is in bug elimination because these bugs should
be eliminated or minimized from the final software product. Because software is not a
tangible product hidden bugs have to be found using software testing and testing should
be performed throughout the project. [5]
Usually in testing context also verification and validation are mentioned. The purpose
of verification is to ensure that the final product is correctly done. This means that the
final product is in line with original design and architecture specifications and plans. The
product can be said to be reliable if it is verified. If the product is not reliable, it is de-
fective and includes bugs which can cause failures and undesirable behavior. Validation
ensures that the right product is made. Precisely, this means that the product responds to
the original needs and requirements of the customer. Therefore, the validated product can
be considered useful. [5][6]
4
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Verification and validation together ensure that the requirements that are set for the system
or product are met. Because the product responds to these requirements it can be assumed
that the product is safe. Even if the final product would be manufactured by following re-
quirements and specification, software failures and hazards may still occur. One reason
that might cause a software failure or hazard is change in circumstances. If the conditions
of environment changes, it is possible that the system no longer works as desired. [4][7].
Software failure causes can be also a human mistake, problem in hardware or software
and unexpected event or input.
Safety and security issues become more important because of the amount of software in-
creases all the time. Software is one main component in systems so software needs to be
safe. One important thing is to recognize when the software is safe or unsafe. It is also
crucial to remember that the software safety is the responsibility of everyone, including
project managers; software and system engineers; and software assurance and safety per-
sonnel. [3]
In a software development domain systems can be divided into two categories: security
critical and safety critical software systems. The difference between these two is that
safety critical system software might not cause harm to the environment which means
that the safety software systems do not cause disasters that might damage environment
or humans. The main focus of the systems of this kind is in system controlling. The
definition of security critical systems is opposite and in a security critical system the envi-
ronment might not cause harm to the software which means that the third party is not able
to harm the software. The main focus of the systems of this kind is in system protection.
[8]
In software domain one example of safety failure would be a calculating failure. The sys-
tem fails because it unable for some reason to calculate results correctly and an example
of security failure would be a virus which causes system failure. In this thesis, the main
focus is in safety critical software systems.
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2.2 Safe Hardware Engineering
Difference between hardware and software products is major. A hardware product is a
tangible product that can consists of different components with different materials. Me-
chanical and electronic components can be made from materials such as: metal, plastic,
ceramic and composite. Each of these materials has their own weaknesses and can fail
in different ways. In addition it is crucial to know how these materials act in different
environments and how the different chemical compounds change the properties of those
components. [9]
Metallic components can for example corrode, fracture, deform and leak. Especially
corrosion is a very common and well known failure property which is caused by electro-
chemical reaction between metal and environment. The main problem is that the corro-
sion changes the properties of the metal and for that reason component can fracture under
stress. Corrosion can also increase the electronic resistance of the components which can
downgrade the performance of the component. [9]
Component quality is a major issue in hardware safety. In safety critical systems only
certified components should be used because only then it is certain the components are
safe and properties are known. One way to measure the component quality is a failure
rate (Lambda) which is a unique rate that tells the probability of component failure per
time unit. [10]
Figure 2.1 shows that a component needs a burn in time before it works correctly and
safely. When the first period has been completed, the useful life period starts. The length
of this period depends on the quality of the used component. Usually, the value of the
failure rate is quite low during this period because only random failures occur. Because
components are physical products they do not last forever. After the useful life period,
wear out period begins. In this last period, the component is not safe because the effects
of use are starting to show in its performance and the components failure rate increases.
6
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Figure 2.1: Failure rate of component. [10]
The quality of the component is important but it is crucial to be aware that the environment
and changes in conditions can change the properties of a component. If the component is
exposed to conditions in which it is not designed to be used, there is a reason to believe
that the component does not work correctly and is unsafe.
2.3 Risk Management
Risk management is a function that leads multiple activities which ensure that require-
ments and goals are able to be achieved. Project management consist of three parts:
Project control, system engineering, and safety and mission assurance. It is essential to
successful risk management that the project team understands these three parts and im-
plements them throughout the project lifecycle. Figure 2.2 shows that project control part
concentrates on cost, schedule and people management issues. System engineering part
is more technical and focuses on configuration management and technical aspects. In this
thesis, the most interesting part is safety and mission assurance which focuses on envi-
ronment and safety. [11]
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Figure 2.2: Parts of Project Management. [11]
Risk management is in a crucial role in product assurance because systems are barely
ever risk-free. There is always a possibility of a crash and the risk management is best
known for a paradigm in which a problematic event is identified and eliminated before it
occurs. Use of safety risk management helps to identify failure and hazard models and
if these models are recognized it is easier to specify the reasons, dangerousness and their
incidence. [7]
Risks can be divided as follows [7]:
• Total risk: The total sum of all identified and unidentified risks.
• Identified Risk: A risk which is specified through different risk analyses.
8
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• Unacceptable Risk: A sub-collection of identified risks which are controlled or
eliminated.
• Residual Risk: Risk that is left after the system safety work is fully done and it is a
sum of unacceptable, acceptable and unidentified risks.
• Acceptable Risk: A part of identified risk and it can persist without any engineering
actions.
• Unidentified Risk: A real and important risk that has not been determined. Several
of these risks are measured and identified after accidents but still some of the risks
will never be determined.
Risk management starts with risk identification which can be based on the information
that is obtained for example from failure analyses which are focused on later in Section
2.4. After risk identification, risks should be classified and prioritized. In classification,
similar identified risks are classified to the same group although using previous risk divi-
sion. The classification facilitates the understanding of the nature about the risks which
ease the planning of mitigation actions. Also duplicates and equivalent risks can be found
by classification; this eases the mitigation process and saves resources such as time be-
cause the same mitigation actions can be used for multiple risks. [11]
After the risk classification process, risks can be prioritized. One way to prioritize the
risks is to exploit the likelihood and consequence of occurrence. Likelihood means the
probability that an identified risk may occur and consequence is the worst possible poten-
tial result that risk can cause. The most important thing in prioritization is to determine
which are the most probable and critical risks and are therefore eliminated first. [11]
Risk management continues with planning, tracking and controlling phases. The main
purpose of the planning phase is to prepare a plan which tells how to concern different
risks if they occur. Tracking and controlling phases monitor risks and use mitigation ac-
tions if risks occur. [11]
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Risk management consist of these different phases which form a continuous circle as
shown in Figure 2.3.
Figure 2.3: Continuous Risk Management cycle. [11]
Risk management and analysis are in an important role in product assurance because the
main goal is to produce safe and reliable products. The main purpose of risk management
is to offer more information about risks to the managers and developers. This documented
information makes it easier to understand risks and control them in an efficient way. Suc-
cessful risk management also requires clear, ongoing and open communication between
project members. [11]
Even if risk management eliminates possible problems, it is not always possible to elim-
inate all risks. In such a situation it is important to identify the acceptable level of risk
which ensures that the risks do not cause massive harm to the system. [11]
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2.4 Failure Analysis
The simple failure solving process of the system could consist of the following steps [9]:
1. Accurate problem definition
2. The identification of potential failures causes
3. Likelihood evaluation of each failure cause
4. Failure cause prevention
In the first step it is important to know what the problem is because only then the cause
of the problem is possible to be identified in step two. In step three, likelihood evaluation
makes it is possible to get information about the incidence of failure cause and in the last
step the final work is to prevent the cause of a failure using the best possible solution
found.
It is common in many organizations that the failure analysis responsibility is assigned to
a single department which is not a good idea. Failure analysis is more effective if the fail-
ure analysis team consists of experts with a different knowledge base such as engineers,
quality specialists and manufacturing technicians. [9]
There are also several failure analysis methods which support and help failure solving and
detection process. This thesis presents Fault tree analysis (FTA) and Failure modes and
effects analysis (FMEA).
2.4.1 Fault Tree Analysis
Fault tree analysis is a graphical method that focuses on undesired events that are called
TOP events. Especially FTA is interested in all potential causes that can produce TOP
events. [9] Simply, FTA could be presented using four logical symbols shown in Figure
2.4.
11
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Figure 2.4: Symbols of FTA.
[12]
With these symbols it is possible to form a tree structure which is presented in Figure 2.5.
Figure 2.5: Structure of FTA.
[12]
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The building of tree structure starts from the top and proceeds downward. Thus, FTA can
be called a top-down analysis method. The first phase in FTA is the identification of TOP
event. In this identification process, the investigation of earlier mission documents and the
identification of failure contributors are important. After TOP event identification starts
the second level contributor identification. In this tree structure, this TOP event should
also link to the second level contributor by using logic and/or gates. After second level
third level starts and this tree structure can be continued for as long as it is necessary. In
other words, as long as all failure causes of the TOP event are found. [12]
2.4.2 Failure Modes and Effects Analysis
FMEA is an analysis method that has established itself as a part of reliability analysis. A
failure mode is defined as a manner by which system failure can be observed. The main
purpose of FMEA is to identify failure modes of the system, access their impact on the
system and propose possible operations to prevent undesirable effects. FMEA aims to
answer the following questions: What could go wrong with the systems and in a system
creation process? How badly something could go wrong and what must be done to avoid
failure? [13]
Typical flow of the FMEA [13]:
1. Identification of System and Functions
2. Identification of Failure Modes
3. Determination of Effects of the Failure Modes
4. Identification of Possible Causes
5. Documentation and Risk Reduction
In the first phase of FMEA flow, the identification of a system and functions that are under
the analysis has to be done because it is necessary to know the system and functions that
will be analysed. In phases 2 and 3, the identification and effects determination of failure
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modes has to be done and in phase 4, the possible causes are identified. The final phase
includes documentation and risk reduction activities which ensures that all observations
are documented and all risk are eliminated or minimized.
FMEA can be applied in diverse environments from business management to spacecraft
development. This analysis method is better known in hardware domain because it is eas-
ier to identify failure modes from a tangible product. In the hardware domain, the main
task is to analyze the effect of these failure modes on the system. [13]
In a software domain, the main problem is that the software does not fail but the behaviour
of it can be unexpected. That is the reason why the failure mode identification is hard in
software context. However, application of this analysis method has increased in software
side because the amount of software is increasing all the time. [13]
Failure modes, Effects and Criticality Analysis (FMECA) is an extension of FMEA and is
also a reliability analysis tool where the main tasks are to identify potential failure modes
of system design and offer possible mitigation solutions. FMECA also ensures that the
design characteristics fulfill the reliability requirements and satisfy the needs of the cus-
tomer. The main purpose of these two analysis methods is the same but FMECA differs
from FMEA because it includes also criticality analysis. [14]
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Product Assurance in Space Technology
Product assurance, safety and reliability are in an important role in system development
and especially in mission-critical system development. A mission-critical system can be
defined as a system that can cause massive harm to the humans and environment if it does
not work correctly.[4] In this thesis, presented mission-critical systems are space systems.
In space domain the main objective of product assurance is to ensure that all space prod-
ucts are safe and reliable as well as fullfill all mission objectives and requirements. Space
Product Assurance standards offer guidelines for safe and reliable engineering and ensure
that all product assurance issues are taken into account in development process. [15]
Space systems are long-lived, and their repair is difficult unless or even impossible. That
is the reason why product assurance is emphasised in this kind of system development
already in early development phases.
3.1 Space System Development
Space system is defined as an entity that consists of software, hardware and human re-
sources that are needed in a space mission. Space system can be divided into two seg-
ments: space segment and ground segment. Space segment consists of the spacecraft
and ground segment consists of controlling and managing system of the spacecraft and it
is located on Earth. Figure 3.1 present how these segments are located in more detail. [16]
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Figure 3.1: Space system segments.[16]
The ground segment is everything under the line called Karman Line and this segment
includes all software, hardware and human resources that are needed for managing and
controlling of the spacecraft. The ground segment can be divided into two subcompo-
nents: payload data segment and flight operations segment. Of these two, the flight op-
eration segment is independent in space mission and the main focus of it is in spacecraft
controlling and commanding. Conversely, the payload data segment is accurately defined
by mission goals.[16]
Space technology and system development follow standards that accurately define the
guidelines and rules that allow producing safe and reliable space systems. In Europe,
space standards are managed by European cooperation for space standardization (ECSS).[16]
The structure of ECSS-standards is presented in Section 3.2 in more detail.
Standards divide project life-cycle into seven phases. Theses phases include different
actions as follow:[17][18]
• Phase 0: Mission analysis-need identification
Supplier supports the customer to identify its needs and propose different possible
systems concepts.
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• Phase A: Feasibility
The expression of customer needs should be finished and system solutions which
respond to these needs should be proposed. The risks and criticality of these solu-
tions should be identified. One of the proposed solutions is selected.
• Phase B: Preliminary definition
Preliminary definition of selected system solution should be established. The sup-
plier organization should demonstrate that the system solution meets the customer
needs and technical requirements on schedule and follows budget limitations and
organizational requirements.
• Phase C : Detailed definition
Detailed definition of the system should define by system engineering organization.
This organization should also demonstrate and evaluate its capability to meet the
technical requirements that are specified to the system.
• Phase D: Qualification and production
Development of the product is finished by acceptance and qualification.
• Phase E: Operations/utilization
Launch campaign is supported by system engineering organization. Includes activ-
ities which ensures that the dispose of launch is safe.
• Phase F: Disposal
The end of the project. Includes maintenance and waste disposal activities that are
documented and agreed upon in business agreement.
In addition to these activities, each phase should support the performance of milestones
that are assigned to it. Each of these milestones define activities that should be done be-
fore the milestone. The most common milestones are presented in Figure 3.2.
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Figure 3.2: Space system development life cycle. [17]
Milestones MDR, PRR, PDR, CDR, AR, ORR, ELR and MCR are located to at the end of
specific phase and the main purpose of these milestones is to review and evaluate project
progression. If the progression is sufficient then the project can move to the next phase.
At the beginning of each phase, requirements that are incomplete or contradictory should
be resolved with customer.[18]
3.2 Space Standards
ECSS-standards are in an important role in European space industry because they offer
all guidelines and requirements for all European space activities. Development of ECSS-
standard system as early as in 1993 when the European Space Agency (ESA) and other
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national space industries decided to replace old PSS standard system with a new one.
The change was necessary because there was a need for a coherent and accepted standard
system.[16][19]
Figure 3.3: ECSS-standards.[20]
Figure 3.3 shows that ECSS-standards are divided into four main branches: Space project
management; Space product assurance; Space engineering and Space sustainability. Each
of these branches define its own disciplines and the space product assurance branch is
divided into seven disciplines: Product assurance management; Quality assurance; De-
pendability; Safety; Electrical, electronic and electromechanical components; Materials,
mechanical parts and processes; and Software product assurance. [20] The structure of




































Figure 3.4: Space product assurance standards.[20]
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The structure of product assurance standards is presented in Figure 3.4 and it can be seen
that all seven disciplines define their own standards. Each standard is an independent
document and focuses on different aspect of product assurance. Each product assurance
discipline has its own standard code such as Product assurance Q10, Quality assurance
Q20, Dependability Q30, Safety Q40, Electrical, electronic and electromechanical com-
ponents Q60, Materials, mechanical parts and processes Q70 and Software product assur-
ance Q80.
Product assurance disciplines that are presented in following subsections include guide-
lines, principles and tasks that should be regarded and performed during the project in
specific phases. Product assurance standards do not offer clear process views because the
content tells what to do and not how to do it. For this reason understanding of the content
of product assurance standards can be difficult for the first time. In this thesis the content
of these disciplines is presented briefly and if these standards are utilized in development
environment it is necessary to delve into these standards in their original form.
3.2.1 Product Assurance Management
Product assurance management is represented in standard ECSS-Q-ST-10C and it defines
product assurance program planning and implementation requirements. These require-
ments define different responsibilities such as planning; documentation; quality record;
audit; and risk management responsibilities. The management of product assurance is
included into the management of the project and it takes highest priority from the man-
agement of the organization. [21]
The main task of a supplier in product assurance planning is to identify personnel whose
responsibility is to take care of the implementation and performance of product assurance
management. Supplier also selects one person person to act as a PA manager. The PA
manager has access to the highest management level and major tasks of PA manager are to
communicate with project manager and ensure that schedule and contractual requirements
are met and product assurance activities are performed. PA manager also communicates
with the customer and makes sure that customer knows all product assurance matters.
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Output of product assurance management planning part is called product assurance plan
which is prepared, maintained and implemented by supplier and this plan should also be
delivered to the customer. [21]
In product assurance program implementation the main focus is in product assurance
disciplines and it is important that these disciplines respond to the contractual require-
ments. The activities of product assurance disciplines should be completed on schedule
and should follow the task definitions that are presented in product assurance program
plan. In product assurance program implementation part, PA manager has responsibilities
such as ensure that all necessary documents are done and ensure that the products of the
supplier are high-class. In product assurance management domain the risk management
and critical item controlling make it possible that also the management level is updated
of all possible unexpected situations and risks. As a result it is easier to coordinate risk
management and critical item controlling with management functions. [21].
Product assurance management is in major role during the lifecycle of a project and it
should be adopted already at the beginning of the project.
3.2.2 Quality Assurance
The main purpose of the quality assurance is to make sure that the project covers all mis-
sion definitions and the product works safely. Quality assurance principles and require-
ments are presented in standard ECSS-Q-ST-20C. Quality assurance should be adopted
already at the beginning of the project and it is in progress throughout the project. This
standard includes different principles for the design; verification; procurement; manufac-
turing, assembly and integration; testing; acceptance and delivery; and ground support
equipment (GSE).[22]
The main purpose of quality assurance is to ensure that all activities are performed with
high quality with these principles. In some organizations, quality management is sup-
ported with quality management system.
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Design principle ensures that the product fulfils the requirements of specified quality level
and design rules follow the project techniques. Design should be repeatable and repro-
ducible because then it is possible to exploit the characteristics and performance of the
product in other space system models and in serial production. Quality assurance also
ensures that the verification actions are performed in a accepted way. [22]
Material are in central role in space projects and quality assurance standards offer princi-
ples to ensure that the component and material suppliers are identified, certified and trust-
worthy. The importance of these issue is highlighted in a situations where the old supplier
can not deliver its components or materials anymore. In a situation of this kind, the re-
sponsibility of the quality assurance discipline is to offer guidelines and rules which con-
firm that also the new component and material supplier fulfils all quality requirements.[22]
The performance and planning of all manufacturing, assembly and integration activities
should ensure that deliverable product is acceptable and all activities are performed in line
with project schedule. Also all the testing work should be performed in accordance with
project requirements and all testing activities should be documented properly.[22]
In delivery phase, it is important to ensure with documents and demonstrations that the
product is built in accordance with the project requirements and works safely.
3.2.3 Dependability
Dependability assurance program and requirements are defined in standard ECSS-Q-ST-
30C. Dependability assurance program is iterative and it is in use throughout the life cycle
project. Risk management is in a major role in dependability assurance program and as
said in Section 2.3 it consists of, for example, risk identification and risk elimination ac-
tivities. Risk management in space system development domain will be presented later in
Section 3.2.8.
Other important tasks of the dependability program are dependability analyses and cre-
ation of dependability critical item list. Dependability assurance program should also
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ensure that the dependability assurance requirements are met and the risk minimization
actions are running during the project. [23]
Dependability analyses should be implement throughout the project lifecycle. The identi-
fication and classification of all potential failure models could be performed for example
using FMECA. Dependability critical item list is identified with dependability analyisis
and it includes all single-point failures that have severity classification of catastrophic,
critical or major. These classifications are presented in Table 3.1. This list also includes
all items with a criticality number of six or greater, all items classified as catastrophic
and products that are difficult or impossible to verify and check after integration. Doc-
umentation of all these items shall include justification for retention and approval of the
customer. [23]
The main content of dependability risk assessment and control is to take care that all
technical risk are identified and that these risks are categorized by their severity level
of consequences. This dependability standard classifies severity levels of consequences
to four levels according to Table 3.1 [23] Qualification of failure causes and origins is
important. When risks are identified and severity levels, causes and origins are known, it
is easier to develop actions to eliminate or minimize risks and their consequences.
Severity Level Dependability
Catastrophic 1 Failures propagation
Critical 2 Loss of mission
Major 3 Major mission degradation
Minor or Negligible 4 Minor mission degradation or any other effect
Table 3.1: Severity levels. [23]
Dependability assurance concerns the whole project lifecycle except Phase 0 where the
tasks of dependability assurance are not usually needed. Phase A typically consists of de-
pendability policy development and preliminary assessments and identification activities
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Also preliminary dependability analyses are performed because the criticality aspect of
each design option should be identified. In Phase B, preliminary design is supported by
trade off studies and risk scenarios. Also failure effect severity classification and tenta-
tive dependability critical item list are created. The actions and performance that helps to
eliminate and minimize risks are defined and criticality classifications of different prod-
ucts and systems are provided. One dependability task in Phase B is to support project
Phases C and D, therefore in Phase B tasks of detailed design are planned and depend-
ability plan is prepared as a part of product assurance plan. [23]
Phases C and D include more detailed design than earlier phases and for that reason de-
pendability analyses and risk assessment actions are more detailed. Risk reduction actions
are defined and dependability critical item list is updated in these phases. Risk reductions
shall verify and tentative dependability critical item list created in Phase B should refine
in a more detailed form. [23]
In Phase E, flight readiness review is supported and the impact of design evolution is con-
sidered. Dependability data is also collected during the flight missions. Phase F is the last
phase and it evaluates the closure system operations of the systems and the consequences
of them. [23]
3.2.4 Safety
Standard ECSS-Q-ST-40C qualifies safety technical requirements and program. Safety
standards focus on protection of ground personnel and flight, associated payloads, launch
vehicle, the general public, ground supported equipment, associated segments, public and
private property and environment. The main purpose of safety assurance is to ensure that
all safety risks in development, design, production and operational side are identified,
minimized and controlled. Safety policy is supported using a safety program which con-
tains risk analysis. [24]
Risk assessment and controlling is running throughout the project and it includes tasks
such as: safety requirement allocation, identification of safety risks and hazards, conse-
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quence severity evaluation and categorization, and safety risk and hazard reduction. [24]
In Phase 0, it is important to support the identification of safety risk sources. Requirement
analysis and similar space mission analyses are essential because it is crucial to ensure that
all safety requirements are clear and old similar space missions may offer information that
helps in avoiding same mistakes in a new project.
In feasibility phase, the hazard analysis of the system design is in important role because
system level safety critical functions requirements shall be identified in order that possible
improvement propositions could be done. [24]
The identification of safety requirement and safety critical functions continues also in
Phase B. In this preliminary definition phase this identification information is updated
and also failure tolerance requirements are defined. Earlier phases support Phases C and
D which consist of detailed definitions, qualification testing and production. Hazard anal-
yses are detailed and identification information is updated again. These phases also ensure
that technical safety requirements are updated and include the results of the safety analy-
ses. Also the verification of these safety requirements shall be implemented during Phases
C and D. [24]
The main purpose of Phase E is to ensure that every safety issue is controlled, maintained
and within acceptable risks in active operations. Phase F includes tasks that analyze dis-
posal operations and causes of these disposal operations.
Safety is one of the most important aspects in the product assurance domain and hazard
and safety critical function identification and updating of the identification status is impor-
tant in all phases. Failure and hazard analyses can be supported using methods FMECA
and FTA presented in Section 2.4.
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3.2.5 Electrical, Electronic and Electromechanical Components
Electrical, electronic and electromechanical (EEE) component standard, ECSS-Q-ST-
60C, defines the most important issues that the requirements of electrical, electronic and
electromechanical components should include. These issues are: component program
management; component selection, evaluation and approval; procurement; handling and
storage; component quality assurance; specific components; and documentation. [25]
Component programme should be implemented in context of electrical, electronic and
electromechanical components. This programme ensures that all project requirements
that are defined by the customer and supplier are in compliance with standard ECSS-
Q-ST-60C. Supplier should prepare component control plan (CCP) and submit it to the
customer. The main purpose if this list is to define all activities which ensure that the
management process of the component plan is in line with the project objectives.[25]
Each component should be selected, evaluated and approved. In general, supplier should
take care that project requirements, design requirements, production requirements and
operational requisitions are met in the selection process. Together these requirements
and requisitions ensure for example that quality level of components is high, components
policy and budget are met and packaging and storage of the components are performed
correctly. [25]
In selection process, data of old similar space mission can be exploited but still the sup-
plier should ensure current data and application of each component. Already in design
phase, qualified components should be used. There are also few obstacles in components
selection and for example components that consists of magnesium, lithium or radioactive
materials should not be used because these components can cause safety hazards.
The reliability of each selected component should be tested using for example stress tests.
With tests of this kind it is possible to ensure that selected components are long-lasting
which is an important property in space systems because the lifecycle of these systems is
very long. All selected components should also be evaluated. In evaluation phase, sup-
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plier should prepare evaluation plan and this plan should submit to the customer. Supplier
evaluates all selected components and makes sure that quality, dependability, and func-
tional and environmental properties correspond to the project requirements and needs.
The results of component evaluation are collected to the evaluation report and this report
is submitted to the customer. [25]
Component approval is possible after the selection and evaluation phases. The approval
decision of the component should be based on all information which concerns the perfor-
mance of a component. In approval phase, it is necessary to ensure that the component
fulfils the dependability and quality assurance requirements. [25]
When a space product company orders electrical, electronic and electromechanical com-
ponents from a supplier, customers should define component requirements within bound-
aries of electrical, electronic and electromechanical component standard. This is crucial
because only then the supplier can deliver suitable components. The responsibility of the
supplier is to ensure that the requirements of the customer are met. [25]
3.2.6 Materials, Mechanical parts and Processes
Materials, mechanical parts and processes (MMPP) discipline is presented in standard
ECSS-Q-ST-70C. The structure of the standard is divided into four parts: General re-
quirements, material control, mechanical part control and process control. General re-
quirements mention that supplier should prepare, maintain and implement material, me-
chanical parts and processes plan and nominate a MMPP manager. The responsibility
of manager is for example ensure that all materials, mechanical pats and processes that
are used in manufacturing process of a spacecraft satisfy all functional requirements and
restrictions of the project. The MMPP manager also obtains the status of material valida-
tion, mechanical part qualification and process verification. [26]
Material, mechanical part and process control parts are quite similar. Selection of mate-
rials, mechanical parts and processes is the first activity of MMPP controlling. The main
flow of each controlling part is presented further in Figure 3.5.
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Each controlling process starts with selection phase. Materials, mechanical parts and
processes should be selected and they should fulfil mission needs and requirements. All
materials and mechanical parts that are chosen should be tested in conditions that re-
semble final operating environment of the product. Criticality analyses should also be
performed for all materials, mechanical parts and processes. If the criticality analysis
identifies something important, such as unknown properties, the supplier should perform
evaluation phase. If the evaluation phase is not needed then the controlling process moves
to the next phase and this means that material control moves to the validation phase,
mechanical part control to the qualification phase and process control to the verification
phase. [26]
Figure 3.5: Material, mechanical part and process control flows.
Validation, qualification and verification phases ensure that materials, mechanical parts
and processes fulfil the mission requirements. The final phase of the control process is
evaluation phase and for example if the material does not fulfil the evaluation and valida-
tion requirements the material does not receive approval identification. [26]
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As in electrical, electronic and electromechanical component standard also this standard
involves several documentation requirements. The supplier should prepare and maintain
documents such as declare material list (DML), declared mechanical parts list (DMPL)
and declared processes list (DPL). These lists include all materials, mechanical parts and
processes that are used in product manufacturing. These lists make it easier to deter-
mine the suitability of materials, mechanical parts and processes for specific application
or product. [26]
Material, mechanical parts and processes actions start in Phase A with policy definition
and product assurance task planning. In Phase B, requirements are defined and identified
and all new needed items are also identified in this phase.
Phases C and D include identification of critical items and preliminary lists. Also tests are
performed and test results are reviewed. Phase E is the final phase that includes Materials,
Mechanical parts and processes activities. In this last phase, series manufacturing and
identification of operational phase anomalies are supported.
3.2.7 Software Product Assurance
Standard ECSS-Q-ST-80C defines software product assurance requirements that should
be followed in software product development and maintenance in space systems. The
main purpose of this standard is to ensure that developed software satisfies customer re-
quirements and this means that software should be developed to perform safely and prop-
erly. [27]
This standard is divided into three parts: software product assurance programme imple-
mentation, software process assurance and software product quality assurance. In soft-
ware product assurance programme implementation part, the supplier should ensure that
tasks and responsibilities are defined. Also all internal and external interfaces should be
defined and documented. In software product assurance context there is a person in charge
called software product assurance manager/engineer. One person should choose to this
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role whose responsibilities are to report the project manager. He/she also has permission
to maintain software product assurance programme according to software product assur-
ance requirements. [27]
Software process assurance focuses on project life-cycle. According to the standard [27]
project life-cycle related issues such as: phases, input and output of each phase, respon-
sibilities and the role of customer in each milestone review should be defined and docu-
mented as a part of software assurance plan.
Process assurance part also includes guidelines for software analyses and criticality cat-
egorization. All software should be analysed and categorized according to its criticality
level. Safety and dependability properties of critical software can be defined using anal-
ysis methods such as Software failure modes, effects and criticality analysis (SFMECA).
This analysis method is the same method as FMECA but in software domain. Its main
purpose is to identify failures caused by software.
In space systems product assurance is in a major role because it is necessary to ensure that
both software and hardware are safe. In addition hardware-software interaction should
work without any problems which means that software should react correctly to a hard-
ware failure. Just for this particular purpose software product assurance standard defines
analysis method called Hardware-software interaction analysis (HSIA).
3.2.8 Other standards
Product assurance standards define principles for different activities and as mentioned ear-
lier those standards mostly explain what to do but not how to do it. Chapter 2 presents two
different activities that support product assurance process: risk management and verifica-
tion. In ECSS-standard system, verification standard is located in the space engineering
branch and risk management in the space project management branch.
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Verification
Verification is closely connected to the quality context and for that reason in an impor-
tant part of product assurance process. In space development, verification activities are
presented in standard ECSS-E-ST-10-02C. Verification consists of planning, execution,
reporting, control and closeout activities which should be performed with high quality.
[28] Verification process and activities are presented in Figure 3.6.
Figure 3.6: Verification process.[28]
Figure 3.6 shows that the verification process starts with a planning phase. In this phase
the input is product requirements and output is verification plan. Execution and reporting
phase starts when the planning phase is over and verification plan is ready. The conclu-
sions of this second phase are documented in report form and these reports are input of the
control and closeout phase. The results of this final phase are included in final verification
control document which ensures that product is verified according to the requirements.
This document should also be confirmed by customer.[28]
Verification is performed using one or more verification methods which are testing, anal-
ysis, inspection and review of design. All safety critical systems should be verified using
testing methods and software and hardware components should be tested in their target
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environment so that it would be possible to know how these components act in their des-
tination environment.[28]
Risk Management
Risk management is introduced in Chapter 2. In product assurance context safety and
dependability areas are important and risk management is an essential part of them. In
space technology risk management activities are presented in standard ECSS-M-ST-80C.
Figure 3.7 presents the process of risk management in more detail.[29]
Figure 3.7: Risk management process.[29]
The structure of risk management in space domain is also quite iterative and risk manage-
ment includes similar tasks listed in Chapter 2. Risk management standard specifies nine
different actions that are performed continuously:
1. Define risk management policy
2. Prepare risk management plan
3. Identify risk scenarios
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4. Asses the risks
5. Decide if the risk is accepted
6. Reduce the risk
7. Recommend acceptance
8. Monitor and communicate the risk
9. Submit risk acceptance.
In addition to safety risk, also cost and schedule risks are attempted to be avoided in this
standard. Space projects are very expensive itself but problems might increase the cost
even more. For that reason it is important to identify possible problems early and mitigate
these risk before they occur. Risk can appear at any time so it is important to implement




Agile development methods are popular in the software development domain. For that
reason agile development is better known as agile software development. Agile empha-
sizes a fast response to change, transparency of the process, communication and customer
collaboration. The pursuit of these properties is supported with agile principles, values
and multiple methods.
Agile follows iterative and incremental development (IID). Iterative development is a de-
velopment model where the lifecycle of the project is divided into similar size fragments
called iterations. The typical length of an iteration is between one to six weeks and usu-
ally activities, such as design, requirement analysis, programming and testing, are re-done
in each iteration. If a system grows incrementally, it means that new features are added to
the system in addition to the previous functionalities. Development of this kind is known
as incremental development. [30]
The structure of agile development process is presented in Figure 4.1.
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Figure 4.1: Structure of agile development process.(Adapted from [31])
The lifecycle of the product is cyclic. In Figure 4.1, big cycle is one iteration and smaller
cycle represents a day. A prioritized feature list includes all tasks and requirements that
should be completed before the project is over. Before every iteration, the features of the
next iteration are selected from prioritized feature list and added to the iteration feature
list. These tasks are performed during the next iteration and after every iteration there is
a working product with new features and functionality. Results of the iteration should be
presented to the customer.
4.1 Agile Values and Principles
Agile software development was introduced in 2001 when ”Manifesto for Agile Software
Development” was signed by 17 software engineers who were interested in agile and iter-
ative methodologies. This agile manifesto defines four values and twelve principles which
support iterative and transparent development.[30]
The four values of the Agile Manifesto are: [32]
1. Individuals and interactions over processes and tools.
2. Working software over comprehensive documentation.
3. Customer collaboration over contract negotiation.
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4. Responding to change over following a plan.
It is also noted that while the items on the right have value too, the items on the left are
valued more.
Agile embraces change and fast reaction to the changing customer requirements is a com-
mon feature of agile development methods. Customer collaboration, early delivery and
iterative project structure ensure that after every iteration the customer can give vital
feedback and report if requirements have changed. In agile, customer satisfaction is one
key element and for that reason everything that gives value to the customer is important.
Working software is a concrete product where the customer can see progress and where
feedback of the product is a way for the customer to express satisfaction or dissatisfaction.
That is the reason why the working software is a measurement of progress in agile.[30]
Agile methods do not forget individuals. Each member increases the value of the project
and product with their own expertise. In programming work, which is a human activity, it
is essential that developers are satisfied and working environment is efficient and produc-
tive. In agile, this kind of environment is a common project room where all team members
work together. Working in this fashion advances communication because face–to –face
communications are more common [30]
In addition to the common work space, the development team is a self–organized team
which consists of independent engineers with cross-functional skills. The team divides
all work tasks and this partition is based on interests and knowledge of each member
[30]. For that reason members of the team are more motivated because their working task
focuses on the targets of their interest. However, the team rotates these tasks very often
because it increases the expertise level of the team.
37
CHAPTER 4. AGILE DEVELOPMENT
The twelve principles are: [32]
1. Our highest priority is to satisfy the customer through early and continuous delivery
of valuable software.
2. Welcome changing requirements, even late in development. Agile processes harness
change for the customer’s competitive advantage.
3. Deliver working software frequently, from a couple of weeks to a couple of months,
with a preference to the shorter timescale.
4. Business people and developers must work together daily throughout the project.
5. Build projects around motivated individuals. Give them the environment and sup-
port they need, and trust them to get the job done.
6. The most efficient and effective method of conveying information to and within a
development team is face-to-face conversation.
7. Working software is the primary measure of progress.
8. Agile processes promote sustainable development. The sponsors, developers, and
users should be able to maintain a constant pace indefinitely.
9. Continuous attention to technical excellence and good design enhances agility.
10. Simplicity –the art of maximizing the amount of work not done–is essential.
11. The best architectures, requirements, and designs emerge from self-organizing teams
12. At regular intervals, the team reflects on how to become more effective, then tunes
and adjusts its behavior accordingly.
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4.1.1 Agile vs. Waterfall
Waterfall is a quite old development method and already known in 1960’s and widely
promoted in 1970’s. Nowadays agile is compared with the waterfall method quite often.
[30]
The waterfall structure is presented in Figure 4.2. The structure reminds stairs and the
basic idea is that the steps presenting project phases, lead down, meaning that the first
phase is on the top and the final phase at the bottom. In addition, the waterfall model is
a sequential approach which means that next stage starts after the previous is completely
done and for example design phase cannot start before the analyze phase is completely
done. [31]
Figure 4.2: Structure of waterfall method.(Adapted from [31])
All methods as well as waterfall method, contain pros and cons and article [33] lists a few
of them. The pros of the waterfall method are:
1. Clear requirement definition allready at the beginning of the project.
2. Specific period time of each phase.
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3. Detailed documentation ensures quality.
4. Ease of implementation.
In the waterfall method, all customer requirements should be specified at the beginning of
the project. It is contrary to the principles of waterfall if the next phase is started before
these requirements are specified. However, this strict periodic time ensures that all phases
are completely done and documentation in each phase ensures the quality of development.
[33]
The waterfall is quite a simple and linear method so the implementation is easy. Because
the process is simple also the amount of implementation resources is minimal.[33]
The cons of waterfall are:
1. Problems are not solved completely during each phase.
2. Responding to changing customer requirements is difficult.
In later project phases, problems accumulate easily if they are not solved in earlier phases.
Fixing of emerged problems and failures becomes harder and more expensive in late
phases and it may cause project failure. Also responding to the changing customer re-
quirements is hard or even impossible. All requirements are specified already at the be-
ginning of the process so all new requirements will not be implemented into this actual
development process. [33]
Agile and waterfall methods are different. Agile offers an iterative development envi-
ronment to the project, where the process consists of repeatable iterations. The waterfall
method consists of stages and progress happens one stage at the time. Therefore, it can
be stated that agile offers more time to ponder and understand requirements than the wa-
terfall method.
Customers are more satisfied in agile projects than in waterfall projects. In agile, the cus-
tomer is presented in every iteration and the customer is able to provide feedback after
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every iteration. For that reason the customer can change the requirements easily and the
development team can respond to these changes in an efficient way.[30]
Agile offers higher quality and productivity with lower risk while the waterfall method
offer lower productivity and inferior quality with higher risk. The main reason for this dif-
ference is that agile methods require early testing while in the waterfall all testing work
is performed at the end of the project. Agile tries to solve all problems early, it does not
push them forward. [30]
Agile tries to offer transparency and flexibility to the development process. All unneces-
sary documentation is replaced with face-to-face conversations so all misunderstandings
and mistakes are solved early with team members. Flexibility that agile offers might be
one of the key reasons why the popularity of agile is increasing nowadays.
4.2 Agile Methods
Agile development covers many different methods. This thesis presents the following
methods: Scrum, Lean and Kanban, and Extreme Programming. All of these methods
follow agile values and principles. Even if all those methods follow the same values and
principles each of them promote agility in their own way. The most popular of these
methods is Scrum which is based on regular ceremonies. Lean and Kanban are based
on waste elimination. Extreme programming is known for practises such as pair pro-
gramming which aims to increase the quality and efficiency of a project. Each method is
presented in their own subsection.
4.2.1 Scrum
Term Scrum is mentioned already in 1986 in a study ”The New New Product Develop-
ment Game” written by Takeuchi and Nonaka . In this study Scrum was introduced as a
method where products were created using overlapping phases and team was introduced
as a small group with cross-functional skill set. [31][34] Nowadays Scrum is a well-
known agile method and ”The Scrum Guide” presents the guidelines of Scrum. [35]
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The structure of Scrum is presented in Figure 4.3. In Scrum iterations are called sprints
and traditional length of one sprint is two to four weeks.
In Scrum, the prioritized feature list is called a product backlog. The name is different
but the purpose is the same: the product backlog is a list of tasks and customer require-
ments that should be completed before the project is over and the product is ready. Before
each sprint, the tasks and responsibilities that are planned to be done in the next sprint are
moved to the sprint backlog which is the equivalent with the iteration feature list.[35][36]
As in Figure 4.1 also in Figure 4.3 the big cycle represents a sprint and smaller represents
a day. According to agile principles, also in Scrum, the result of each sprint is potential
deliverable product increment.
Figure 4.3: Scrum method.[37]
Scrum involves three different roles: Scrum team; Product owner and Scrum master. In
Scrum, the scrum team consists of a product owner, Scrum master and development team.
Each of these roles involves different duties and responsibilities which are presented next.
[35][36]
The major responsibility of the product owner is to update product backlog. The product
42
CHAPTER 4. AGILE DEVELOPMENT
owner should also ensure that the project vision is clear to everybody and there should
only be one product owner who makes final decisions about the direction of product de-
velopment and the priority of the developed features. [35][36]
The Scrum master protects the development team and takes care that there are no inter-
ruptions that disturb the working of development team. Responsibilities of the Scrum
master are to ensure that the development team focuses on their sprint commitments and
the Scrum master can also help the product owner to target the product backlog if the
product owner does not know how to do it. The Scrum master is also facilitator of the
meetings and ensures that person in the development team understands the project goal
and works together as a team. [35][36]
The development team of Scrum is a self–organized team which consists of team members
with different fields of expertise. Requirements of the product come from the customer
but the technical implementation is the responsibility of the development team. This
means that the members keep a brainstorming sessions together and decide what the best
technical solutions are. [35][36]
The Scrum includes several regular meetings such as Daily stand-up, planning, review and
retrospective meetings. In a planning meeting, the product owner and the development
team discuss about the highest priority requirements and items. After that, they choose
the requirements that are supposed to be done in the next sprint. Those requirements are
then moved to the sprint backlog. [35][36]
In a daily stand-up meeting the development team members make their progress trans-
parent to others. This meeting should only take 15 minutes and during this time each
member tells what they have done since yesterday and what they are going to do today.
In addition, they should also inform if they have met any obstacles during the working
process. However, solving these obstacles are left outside the meeting. [35][36]
Next meeting is called review which is held at the end of a sprint and it is a great oppor-
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tunity for the development team to get feedback from the stakeholders who consist of all
relevant people with interest for the project such as customer and product owner. In the
review meetings Development team; product owner; Scrum master and interested stake-
holders are present. The main goal of this meeting is to discuss the product and changes
that might needed to be done. In addition, the development team should also demonstrate
their sprint accomplishments to the customer and stakeholders. [35][36]
The last meeting is retrospective. The purpose of retrospective for the development team
is to discuss their working in the previous sprint. They go through all things that worked
well and those that did not work so well, and after that the development team thinks what
changes should be made in their working habits for the next sprint. [35][36]
In addition to all roles and meetings, Scrum uses tools that ease the process manage-
ment. Burndown chart is a good way to follow progress status because in this chart work
progress is presented as a function of time so it shows directly if the project is not on
schedule.
4.2.2 Lean and Kanban
The key principle of Lean software development is waste elimination and continuous im-
provement. The elimination of waste is efficient only if the value chain is made visible.
Lean was first introduced in 1950’s in Japanese manufacturing industry and later Tom
and Mary Poppendieck introduced Lean in a software development domain. Lean in-
volves seven principles: [38][39]
1. Eliminate waste
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6. Respect people
7. Optimize the whole
Waste is everything that does not increase or produce value to the customer. [39] In Lean,
features should not be built only for good measure because features of this kind are waste.
Quality should be a part of the product and developers should learn something new all the
time because continuous improvement increases the value to the customer.
In Lean, fast reaction to change is crucial, so restrictive decisions should be made as late
as possible because then those restrictions do not limit future development work. Fast de-
livery is also a major issue in Lean and there are only a few things that should be done at
the same time. The team can affect their work so a reciprocal respect is important because
it makes achieving goals easier. The benefits of final product and customer satisfaction
are good measurements and help optimize the whole.[38][39][40]
Kanban approach is a well-known tool of Lean and it is a method that helps project
teams to modify their actions and performance in line with the Lean principles. Kanban
was introduced already in the 1950s in Japanese manufacturing industry and in 2004,
Kanban was introduced in software development domain by David J. Anderson. The most
significant goal of Kanban is to understand the value chain. Workflow visualization helps
to understand the drifting of the value in the system. Kanban consists of five principles
[38][39]:
1. Visualize the workflow
2. Limit work in Progress
3. Measure and manage flow
4. Make process policies explicit
5. Improve collaboratively (using models and the scientific method)
Word Kanban is Japanese and means ”signboard”. In Kanban one good way to visualize
the workflow is a Kanban board. The simplest Kanban board consists of three columns
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such as: To Do; Doing and Done. These columns represent the process and phases of the
work. [40]
4.2.3 Extreme Programming
Extreme programming (XP) is a lightweight methodology in a software development do-
main. As other agile methods, also XP emphasizes teamwork, customer satisfaction and
flexible response to change.[30]
XP is a very team oriented method. Development team should consist of ten or fewer en-
gineers and customers should work with the team as much as possible. Fast and efficient
production is one key characteristic of XP. For that reason iterations are short and the tra-
ditional length of the iteration is one to three weeks. Continuous testing and integration
are in a key role in XP and unit tests and acceptance tests should be written for all codes
and features.[30]
These main objectives are supported with different practises. Kent Beck and Cynthia
Anders introduce many different practises in their book [41] but traditionally XP is well
known for its twelve programmer relevant practices as follows. [30] [40][41]
1. Planning game
Planning game defines the scope of the next release. The length of this session
varies from a half day to a day. In this session, customer writes story cards also
known as paper index cards. To this card, customer describes features briefly and
after that the development team evaluate the content of the cards. Finally, the cus-
tomer decides which features are selected for the next iteration.
2. Small, frequent releases
Fast delivery with small fragments increases customer satisfaction. The customer
can give feedback more often and small fragments ensure that the customer can
more easily maintain an overall picture of the software system.
3. Metaphors
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The system is build using a common language called metaphor. System metaphors
describe the architectural themes which help in design communication.
4. Design
In XP, the design should be kept simple to allow future changes. Sometimes future
changes are necessary and simple design helps to avoid the integration of general
software components that are not required in the early phase of a project.
5. Testing
Continuous testing and unit tests ensure that the software is working and the quality
of software is high.
6. Frequent refactoring
The software will be kept as simple as possible and improvements are made by
frequent refactoring.
7. Pair programming
Each code is programmed by two programmers who work on the same computer
and rotate the input devices. Pairs may also change because different programming
tasks need different expertise. Pair programming emphasises quality because two
programmers on the same computer can handle software bugs and problems in a
more efficient way than one programmer.
8. Team code ownership
The whole team owns the code so each programmer pair is able to make necessary
changes.
9. Continuous integration
All code is continuously integrated and all unit tests and acceptance tests should be
run.
10. Sustainable pace
The amount of working hours should be constant, about 40 hours every week. Es-
pecially, overtime should be avoided. Common rules help the team to achieve the
best possible result.
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11. Whole team together
Programmers and customers should work together in the same project room. The
main purpose is that at least one customer works either fulltime or less with the
team. These customers are experts who make decisions regarding their require-
ments and priorities.
12. Coding standards
In addition to team code ownership, continuous refactoring and changing program-
ming partners, team members should use similar programming style.






Frequent communication with customer and team mates help to keep the design simple
and clear. Many problems in the project are originated from poor communication. In-
creasing amount of communication allows the team members to know what other mem-
bers are doing and what is the updated state of the project. Communication level can be
increased using pair programming practice because two programmer on the same com-
puter are in continuous social interaction. Also close customer collaboration increases the
communication between customer and development team. [30][41]
Simplicity means that XP aims for a situation where the simplest thing that could work
is done. Changes are easier to make in future if the previous structure is simple. It is
unnecessary to develop complex features in early phases if there is no certainty that all
this complexity is needed. One good example of simplicity are simple story cards as men-
tioned in the context of planning game. Because these cards include a brief description of
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tasks and features formal artifacts are avoided.[30][41]
Feedback gives essential information about the system process state. Daily testing is one
good example that gives essential feedback about the product.[41] Early delivery and fast
reaction to the changing requirements increase the customer satisfaction and customer is
able to give feedback more often.
In XP, the team accepts the actual state of the product and team encourages making
changes if necessary. Responding to changes is easier if the team respects the vision
of the customer and customer respects the expertise of the team. [40][41]
4.3 Agile in Embedded Systems Development
Space systems are critical embedded systems that consist of software, hardware and me-
chanical parts. Traditionally, embedded systems are application specific which means that
the system performs predefined tasks. Agile is traditionally used in software engineering.
However, the utilization of agile methods has increased also in other development fields
such as in embedded system development. Still, the applicability of agile development
might be a challenge in an embedded domain. The main reason is that the embedded
development includes characteristics that are not included in a software domain.[42]
Article [42] examines agile principles in the embedded system development domain and
offers an alternative way to interpret agile principles. The article defines four key restric-
tions that make agile embedded development challenging.
C1 Need for system level documentation Especially in highly standardized technology
industries the need for documentation is high. The main purpose of documents is
to ensure that all standard guidelines are observed.
C2 Hardware-software interdependences In embedded systems, software, hardware
and mechanics development are dependent of each other. However the development
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process of hardware and mechanics is realized in a longer time cycles because the
tasks of the mechanical and hardware components are hard or even impossible to
divide into smaller subtasks. This is a challenge for iterative development.
C3 Heterogeneous teams with different skillsets. Embedded system development em-
ploys experts in many fields. The main challenge is that these experts have dif-
ferent skillset and terminology. Experts with very different backgrounds may not
fully understand each other and this may cause misunderstandings which can cause
mistakes in a development process.
C4 Inflexibility due to real-time functionality. In embedded systems, software should
perform functions in real-time, in a certain time window and in a predictable way
to avoid major failure. This correlates to design work because synchronisation be-
tween different parts of embedded systems has to be maintained to ensure system
functionality. In such embedded systems, speed and power consumption are em-
phasized over modular design and readable code.
Because space systems are embedded system these previous challenges and especially
challenges C1, C2 and C3 offer good starting point to the creation process of the survey
questions that are presented later in Section 5.2.2.
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Survey: Product Assurance in Agile
Space Systems Development
In this thesis, the survey part is based on report ”SPACE-2000, Development of PA/QA
for space instruments” [1] which was made in 1996 by AL Safety design. SPACE-2000
was an international space technology program and the main purpose of the report was to
clarify how Finnish space companies were implementing product and quality assurance
into their projects. The report consists of survey part and company visit part. The survey
investigated possible potential problems and development needs regarding the practises
of the space product and quality assurance. The purpose of visiting companies was to
collect more detailed information about the product assurance processes of companies. In
addition to the results of the survey and customer visits, the report also includes theoreti-
cal introduction that briefly presents product assurance disciplines.
Now the purpose is to update the previous survey and clarify how committed the Finnish
space companies are to following product assurance disciplines and how clear product
assurance standards are for respondents. In this updated survey, agile is as a small supple-
ment and the purpose is to find out how do these developers feel about can agile provide
assistance to the product assurance processes.
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5.1 Research Method
Product assurance in agile space systems development survey started in September 10th
2015 and ended September 25th 2015. The survey was held as a web survey using We-
bropol service. The link of the survey was sent to the respondents by a contact person of
Tekes. In addition, the survey link was sent to the partners of AgiSpacES project.
5.2 Background of Survey Questions
The survey platform is attached as an appendix at the end of this thesis. The survey
consists of about forty questions which form two main sections: Product assurance and
product assurance and agile methods. The survey begins with three questions that collect
organizational and work background information as follows:
• Name of the organization, Question 1.
• Responsibility of the respondent in organization, Question 2.
• Work experience of respondent, Question 3.
The results of the survey are anonymous so the identification of an individual respondent
is impossible even if they answered to first three questions.
5.2.1 The First Section: Product Assurance
The actual survey questions start after the third question with heading product assurance.
The first section examines the performance of product assurance activities inside the or-
ganization where the respondent works. This part includes similar questions than the
previous survey in 1996 and the survey is allocated to the people who presumably work
with space product assurance. In addition to this assumption, Question 4 examines how
often the respondents work with product assurance.
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Even if the respondents work with product assurance quite often it might be possible that
following the product assurance standards is hard for them and for that reason the Ques-
tion 5 examines how difficult or easy it is to follow the standard during the project.
Product Assurance Disciplines
Product assurance disciplines presented in Chapter 3 offer guidelines for successful prod-
uct assurance. Because these disciplines are relevant in space technology they are in-
cluded in the survey questions as follows:
• Knowledge of each discipline, Question 6.
• Importance of each discipline, Question 7.
• Implementation of each discipline inside the organization, Question 8.
• The amount of product assurance tasks, Question 9.
• Improvement need of disciplines, Question 10.
In Questions 6, 7 and 8, the respondents can evaluate each of seven product assurance
disciplines and the main purpose is to find the most important and well known disciplines
and outline how the organizations implement these disciplines.
The amount of work tasks might be quite high in a space project and because product
assurance is a relevant part of a space project the load of the product assurance task is
researched in Question 9. Each product assurance discipline defines its own tasks and
the performance of these disciplines might need some improvements. In Question 10, the
respondents are able to name at maximum two this kind of disciplines.
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Schedule, Cost and Resource needs
Space project consists of different elements that affect cost, schedule and resource needs
of the project. For that reason it might be necessary to give some extra attention to evalu-
ation process of these needs. Questions 12, 13, 14 and 15 examine the cost, schedule and
resource needs issues as follows:
• Ease of evaluation of needs, Question 12.
• Major challenges of the evaluation process, Question 13.
• The need of a tool that eases the evaluation process of needs, Question 14.
• Possible properties of tool, Question 15.
Only those respondents that answered "No" to the Question 12 are able to answer also in
Question 13. In Question 13, those respondents list challenges that make the evaluation
process harder. The main purpose of Question 14 is to examine if the respondents feel
that there is a need for a tool that might ease this evaluation process. In Question 15 there
is an optional possibility to list possible properties of the tool.
Analysis Methods and Risk Management
Failure analysis methods that are presented in Chapter 2 are essential part of the quality
system of the product. Question 16 asks that do respondents use failure analysis methods
in their organization and if they do use, are they able to name what method they use. Risk
management can be supported with these failure analysis methods and is also an impor-
tant part of the product assurance process and should be implemented as a part of the
development process. The implementation of risk management is examined in Question
17 and respondents are also able to justify their answer if the think that risk management
is not implemented as a part of process.
Space products consist of hardware and software components and the collaboration of
these components should be seamless. Product assurance standards present the HSIA
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method that is mentioned in Chapter 3. The purpose of this analysis method is to support
the integration process of software and hardware. However it might be possible that this
integration process is not supported enough and this issue is observed in Question 18.
Product Assurance Requirements
Several survey questions are seeking information which proves that the product assurance
process contains problems that can be supported with agile methods. Good examples of
questions of this kind are Questions 19 and 20 which address to the changes and updating
need of product assurance requirements during the project.
Product Assurance Management
The management of product assurance is in a major role in space product assurance and
especially PA manager is in an important role. In Question 21 the importance of this role
is studied and in Question 22, the most important tasks and responsibilities of the PA
manager are listed.
5.2.2 The Second Section: Product Assurance and Agile Methods
The product assurance and agile methods section starts with preliminary Questions 23, 24
and 25 which examine the following issues:
• Familiarity of agile methods, Question 23.
• Knowledge of agile methods, Question 24.
• Usage of agile methods in organization, Question 25.
The rest of the questions are designed to support the viewpoints and statements of follow-
ing subsections.
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Project Lifecycle
The research of space product assurance and agile begins with lifecycle division. Because
agile based on iteration and space system technology itself offers very complex develop-
ment environment due to precise specifications it is necessary to suggest the division of
the space product lifecyle to the respondents at the beginning of the second section of the
survey. The purpose is that the lifecycle is divided according to following Figure 5.1.
Figure 5.1: Agile development between milestones.
In a space project, development life-cycle is divided into seven phases and space system
development slightly reminds the waterfall model because the earlier phase should com-
pletely be done before the start of the next phase. The main purpose is to show that it is
possible to apply agile development into space system development. Agile development
can be utilized between milestones as shown in Figure 5.1 and the opinion of the respon-
dents about division of this kind is asked in Question 26.
In space development, requirement definitions are made at the beginning of the project
life-cycle. In agile, all strict specifications are tried to be made as late as possible. Even
if standards require definitions already at the beginning of the project life-cycle, it is im-
portant to remember to keep all definitions as minimal as possible but in accordance with
requirements.
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In Section 3.1 it is mentioned that requirements are updated at the beginning of each
phase. If the life-cycle of the product lasts three years, then the time between two mile-
stones is few months which is quite long time. In system development where the customer
and technical requirements act in a key role, it would be necessary to update requirements
more often and for example after every iteration. Question 27 considers this kind of re-
quirement updating and the main point is to examine how much it would affect to the
safety and reliability properties of the final product. Definition related problems are also
observed in article [19] which examines agile software development and ECSS-standards
in a Swedish Space Corporation. In this article early definition problem is solved with
the sprint planning meeting. In this organization sprint planning meeting is a platform
which is used for planning and discussion about documentation, inputs and outputs that
are produced in each sprint. Also the presence of the customer and increased customer
feedback ensures that all specifications and technical design meet the requirements.
Risk Management and Verification
Risk management and verification are presented in Chapters 2 and 3. Risk management is
an iterative activity also in the space development domain so according to standards it is
possible to implement risk management as a part of iterative space system development.
Even if risk management is an iterative activity itself, it might be important to ask how
much iterative developments support the risk management. In Question 28, the respon-
dents are able to give their opinion about this issue.
Verification has been included in the survey because it is tightly bound to the quality
aspects of a product. The verification process reminds the waterfall model as shown in
Figure 3.6. Question 29 considers verification and the meaning of this question is to ex-
amine that if it is possible to improve the performance of verification and testing activities
if these activities are performed in each iteration.
Challenges of efficient verification of space systems are also examined in an article [43].
The article introduces challenges such as missing customer requirements and limited per-
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formance of verification experts in early phases. These challenges support the idea that
it might be necessary to support verification process of space products with agile. Agile
practises that would solve these challenges are presented further in Section 6.2.2.
Process Management
Challenge 2 presented in Chapter 4 mentions that lifecycle of hardware components is
longer because in hardware development, tasks are harder to divide into smaller subtasks.
In space technology, hardware process is highly standardized and all electrical, electronic
and electromechanical components and materials, mechanical parts and processes should
be approved. Sometimes there might be problems in material and component delivery and
delays might occur. Also in C3 in page 50, it is mentioned that in embedded development
team members have different skills because software and hardware developers have dif-
ferent education and work history. Different backgrounds might cause misunderstandings
within the team because they do not have common terminology. In agile, the rotation
of tasks is very typical but in embedded development it might be complex because the
educational backgrounds of hardware and software developments are different. For that
reason the interest in the work of others is essential [40] and updating of the overall pic-
ture is emphasized.
Agile can offer good practises to help developers to understanding the general view of the
project better and produce more compatible hardware and software components. Kanban
board is useful tool to perceiving the overall view. Other tool that can be used to update
the status of the process is burn-down chart presented in Chapter 4 which express the
progress as a function of time. Both of these tools are presented in Question 30 and the
main purpose is to examine that would these tools ease the evaluation process of schedule
and resource needs of the product assurance tasks.
Question 32 concentrates on understanding the overall view. The main aspect in this
question is to examine that would the better understanding of the overall view increase
the quality, safety and reliability of the product.
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The project would be easier to manage if the amount of the simultaneous tasks is low. In
this survey the number of simultaneous working tasks is examined in product assurance
manner and the main purpose of Question 33 is to figure out that do the respondents feel
that it is easier to focus on product assurance tasks if the number of simultaneous working
tasks is lower.
Status updating can also be handled with meetings and for example in daily stand-up
meeting all team members receive the updated overall view of the project status and po-
tential problems come to light. For example if there is a problem in software and it needs
several changes then also hardware developers know that they have to check if there is a
need to make some changes to their hardware component. Without this kind of communi-
cation between hardware and software development teams it is possible that hardware and
software components do not work together safely. If this problem is not noticed until in
the late phase of the project it might cost a lot of money or cause harm to the environment
or humans.
The usefulness of the daily stand-up meeting is asked in Question 37. This question ob-
serves that is it possible to support the product assurance process by organizing this kind
of status meeting every day. Other meeting that is presented in process management per-
spective is the review meeting. In Question 38, the review meeting is presented as an
opportunity to increase the reliability and safety of the product and prepare the project for
the milestones.
Documentation and Customer Collaboration
Space system development is highly standardised and space standards offer guidelines
and activities for the successful system development process. There are several activities
that can be supported with agile and documentation, mentioned in C1, is a good example
of this kind of activity.
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Documentation is a huge part of space system development and especially in the product
assurance process. In the selection and evaluation processes of components and materi-
als documentation is a key element between the supplier and customer. The needs and
requirements of the customer are essential if development of safe and reliable products
is desired. For that reason outcome of the project would be better if the customer and
supplier also communicate in other ways. Agile allows that the amount of customer
collaboration increases and it ensures that the customer collaboration is tighter and for
example face-to-face conversations are more common. Agile methods such Scrum and
XP present good activities, such as review meeting and whole team together practise, that
support customer collaboration.
Customer collaboration is also a good way to eliminate unnecessary documentation such
as emails that are produced by customer-supplier communication. Still space standards
define a huge number of documents that should be prepared. This documentation activ-
ity can be supported using backlog. If all or almost all product assurance activities are
recorded to the backlog it might ease documentation process because it is easy to check
from backlog which tasks are already done and can be included in documentation.
The topics customer collaboration and documentation are included in the survey in Ques-
tions 31, 35 and 36 as follows:
• Product backlog would ease the documentation process, Question 31.
• Affects of the customer collaboration to the product assurance, Question 35.
• Optional comments about customer collaboration, Question 36.
Software Development
Chapter 4 presents the XP method which tries to improve quality itself. Its twelve prac-
tises provide a good platform for a high-quality software product. For example, pair pro-
gramming is a good practise to program better quality code in a more efficient way and
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common metaphor ensures that all developers use the same vocabulary in design work.
Simple design ease future development work and allows changes. Testing work in each
iteration ensures that the product is working and meets the requirements.
The survey examines that how much the practises of XP would increase the quality of the
software product in Question 34.
Product Assurance Activities and Agile
Final two survey Questions 39 and 40 are conclusion questions and these question exam-
ine that there are product assurance activities that can be supported with agile methods
and are there product assurance activities that can suffer from agile methods. Respondents
were also able to give additional feedback after the survey in Question 41.
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The Results of The Survey
The number of respondents in this qualitative survey is quite small because space tech-
nology is small industry in Finland. Developers from five different space organization
responded to the survey and the total number of responds is eight. The number of re-
spondents vary between different organizations. In one organization, the number of the
respondents were greater then one and for that reason answers of this organization are
joined to represent the average response of the organization.
6.1 The Results of The First Section
Commonly respondents feel that they work with product assurance a few times a month
and following the product assurance standards is quite difficult during the project. The
reason why following the standards is quite hard can be explained by the fact that these
developers work with product assurance too rarely. Few times a month may not offer
enough practice that developers would routinely monitor with standards.
6.1.1 Product Assurance Disciplines
The results of the Question 6, 7 and 8 are listed below in Table 6.1. In this list the results
of each column, knowledge, importance and implementation, are ranked in order where
the discipline which got the best result on average is the topmost. For example the quality
assurance is the best known discipline and for that reason in level Rank 1. In some cases,
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more than one discipline got the same support from the respondent so for that reason there
can be more than one discipline in the same ranking level.
Rank Knowledge Importance Implementation

















4 SW Product Assurance Dependability SW Product Assurance
5 Safety Dependability
Table 6.1: The results of the Questions 6, 7 and 8.
The knowledge of the product assurance disciplines is examined in Question 6. The
best known discipline is quality assurance and disciplines of electrical, electronic and
electromechanical components; materials, mechanical parts and processes; and product
assurance management are also known quite well. The Question 7 focuses on the impor-
tance of each discipline and the electrical, electronic and electromechanical components
discipline has been considered the most important. The result of the Question 8 shows
that almost all of these disciplines are implemented always or often throughout the project.
The three best ranked disciplines are product assurance management; electrical, electronic
and electromechanical components; and quality assurance.
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The conclusions of these three discipline questions is that the knowledge of quality assur-
ance; materials, mechanical parts and processes; and electrical, electronic and electrome-
chanical components is good and these disciplines are also perceived as important. The
knowledge and importance of safety and dependability are quite low which is odd because
these disciplines emphasize risk management which is one cornerstone of product assur-
ance. One reason why the order of the disciplines is this might be that disciplines such as
materials, mechanical parts and processes; and electrical, electronic and electromechan-
ical components include more functional tasks and for example dependability discipline
includes iterative background processes that are running all the time. These processes do
not necessarily receive as much attention and in developers perspective this might lower
the importance of these disciplines.
Even if the majority of these disciplines are mostly implemented always or often in orga-
nizations, the amount of the product assurance tasks is estimated to be sufficient and no
one had thought that it would be too high. Question 10 examines the improvement need
of disciplines. According to the survey, product assurance management and quality assur-
ance are two disciplines that need improvements the most. This is interesting because the
result of Question 6 and 8 shows that product assurance management and quality assur-
ance are well known disciplines and implemented throughout the project almost always.
The respondents are aware of the content of these disciplines and implement them but still
for some reason they think that there is a need to improve the performance of discipline
activities.
In Question 11, the respondents had an opportunity to give some improvement exam-
ples concerning the previous question. The respondents think that product and quality
assurance training would improve the performance of discipline activities.
6.1.2 Schedule, Cost and Resource Needs
Questions 12, 13, 14 and 15 focus on schedule, cost and resource need evaluation. Figure
6.1 shows that the majority of respondents think that schedule, cost and resource need
evaluation is easy and there is no need for a tool that would ease the evaluation process.
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The minority that answered that the evaluation of the schedule, cost and resource need
is not easy in Question 12, were able to list major challenges of evaluation process in
Question 13. The major challenges are missing and changing product assurance require-
ments and time-consuming character of product assurance. Latter mentioned challenge
is a problem if it is not fully taken into account in planning phase where the proposal
schedule, cost and resource need evaluation is done.
Figure 6.1: The results of the Question 12 and 14.
Those respondents who answered in Question 14 that there is a need for a tool that would
ease the evaluation process of the schedule, cost and resource need were given to list some
properties of a possible tool in Question 15. However this Question 15 did not receive
any answers.
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6.1.3 Analysis Methods and Risk Management
The most of the organizations who responded to the survey use a failure analysis method
as shown in Figure 6.2. The most popular methods are FMEA and FMECA which are
also presented in this thesis and less used methods are WCA and PSA but these methods
are not presented in this thesis. Figure 6.2 also shows that three out of five organizations
think that risk management is implemented as a part of process.
Figure 6.2: The results of the Questions 16 and 17.
Even if the hardware-software integration is supported with HSIA method, the result of
Question 18 in Figure 6.3 shows that this integration process is not supported enough.
The majority of the respondents think that it is supported moderately or slightly.
Figure 6.3: The results of the Question 18.
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6.1.4 Product Assurance Requirements
The results of the Questions 19 and 20 indicate that product assurance requirements
change sometimes or rarely. The majority of the respondents also feel that there is no
need to update product assurance requirements more often during the project.
Figure 6.4: The results of the Questions 19 and 20.
One reason why the respondents feel that there is no need to update product assurance re-
quirements more often might be the lifecycle structure of space projects. Space standards
guide to update requirements after milestones and the time between two milestone might
be months so the respondents are used to long intervals of requirements updates.
6.1.5 Product Assurance Management
Figure 6.5 shows that the opinion about the importance of PA manager is divided. 40%
of respondents think that this role is very important and 40% think that it is slightly im-
portant. The reason why the opinion respondents differ might be a caused by different
emphasis of the role inside the organization. The role might include more responsibilities
in different organizations so the visibility of the role might vary. If this responsibility is
not visible then the developers might embrace it as less important.
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Figure 6.5: The results of the Question 21.
Even if the majority of the respondents feel that this role is slightly important they have
found a lot of task and responsibilities that belong to PA manager. Next list includes a
few of these tasks and responsibilities.
• Management and practical implementation of requirements.
• Ensuring and controlling quality.
• Supporting project management from product assurance point of view.
• Making sure that the final product will be compliant with requirements
6.2 The Results of The Second Section
The majority of the respondents are familiar or somewhat familiar with agile methods
and only one respondent is not familiar with these methods. The result of Question 24 are
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• Kanban
The result of Question 25 in Figure 6.6 shows that three out of five organization use agile
methods to some extent and the rest two organization use a little or not at all.
Figure 6.6: The results of the Question 25.
6.2.1 Project Lifecycle
The division of lifecycle is seen as well as possible but also hard. The result of Ques-
tion 26 is presented in Figure 6.7 and it can be seen that 40% of respondents have seen
this division as possible and the rest 60% of the respondents feel that it is hard. The
reason why the division has not been seen as easy can be explained with the result of
Question 25. Figure 6.6 shows that organization that responded to this survey use agile
methods somewhat or less in their organization. For that reason the division of this kind
might seem difficult to implement because it is not used in practice. Also standards pre-
fer waterfall method quite strongly and because of that the respondents might experience
iterative space system development as a challenge.
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Figure 6.7: The results of the Question 26.
Questions 19 and 20 in the first section examine the amount of requirement changes and
the updating need of the requirements. The results show that changes occur sometimes
and there is not a greater need to update requirements more often. However, in Question
27 examined that if the requirements are updated after every iteration it would increase
the safety and reliability of the product and Figure 6.8 shows that majority of the respon-
dents think that safety and reliability would increase at least somewhat.
Figure 6.8: The results of the Question 27.
6.2.2 Risk Management and Verification
The result of Question 28 is broadly in line with expectations and is presented in Fig-
ure 6.9. Because the risk management is an iterative activity itself it is natural to expect
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that also respondents think that iterative development support risk management. All the
organizations that responded think that iterative development model can support risk man-
agement to some degree. Still it seems that the iterative risk management does not receive
the full confidence of respondents. The respondents of one organization feel that iterative
development would support risk management a lot and in other organizations respondents
think that it would support somewhat or less.
Figure 6.9: The results of the Question 28.
Even if there is no consensus between the answers, it can be concluded that the risk
management and its activities do not comply with iterative and agile development because
respondents does not think that it is unable to support risk management with iterative
development. Iterative risk management can thus be presented in connection with agile
as follows.
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Figure 6.10: Risk management in iterative development.
In Figure 6.10 all risk management task are included to the backlog and in planning meet-
ing these task are prioritized. Risk management tasks such as identification, analyzing and
mitigation actions are performed. In addition to these tasks also analysis tasks, such as
FMEA, FTA and HSIA that are used to support risk management and software-hardware
integration can be included to the backlog.
Because the risk management can be supported with iterative development it would be
necessary to think that agile can offer also other opportunities to risk management. In
context of Scrum, burndown chart was introduced as a chart that made it possible to mon-
itor progress of project graphically. In risk management context, this chart can be changed
for risk burndown chart where the risk exposure is presented as a function of sprints as
shown in Figure 6.11.
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Figure 6.11: Risk burndown chart.[44]
Even though the verification emphasises waterfall method, the majority of respondents
think that it can be supported with iterative development. However if the results of Ques-
tions 28 and 29 (Figures 6.9 and 6.12) are compared it can be noted that the respondents
think that risk management can be supported with iterative development more efficiently
than verification.
Figure 6.12: The result of the Question 29.
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Few challenges that affect to the effectiveness of the verification are introduced in Section
5.2.2. Because the respondents think that it is possible to support verification with iterative
development it might be relevant to figure out how agile development would solve these
challenges. Missing customer requirements might cause misunderstandings between the
customer and supplier. In space system development the requirements are in key element
and without clear requirements it might be possible that the product is unreliable.
Agile and especially Scrum offers different types of ceremonies and review meeting is a
candidate to solve the challenge of missing customer requirements. After every iteration
customer and supplier updates the requirements and thus ensures that requirements are
clear. For this reason misunderstandings do not occur and developers can be confident
with that the system is reliable.
Another challenge introduced in Section 5.2.2 concerns verification experts. The problem
is that these experts are invited into the process only in late phase of the project. Working
of these experts would be efficient if they took part in the verification process already
in planning phase. The amount of verification tasks might be quite low in early phases
so the working with verification every day and full-time might be a challenge. However
it might be necessary that verification experts take part for the development process by
attending meetings. Daily stand-up meeting and review meetings are good opportunities
to verification experts to express verification related problems and challenges.
6.2.3 Process Management
Earlier in Questions 12 ad 14 respondents answered that schedule, cost and resource needs
are easy to evaluate and there is no need for a tool that would make this evaluation easier.
However in Question 30, Kanban board and burn down chart are presented as tools of
this kind. Now the Figure 6.13 shows that the majority of the respondents which have
an opinion about this issue think that these tools can make it somewhat easier to evalu-
ate schedule, cost and resource needs. It is interesting that respondents do not feel need
for tools but when they are offered one they think that it might be potential and useful.
Maybe the need of process management tools is not questioned and things are done in
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the same way as before because new ways of doing things in a more efficient way are not
recognized.
Figure 6.13: The results of the Question 30.
Kanban board also supports the understanding of the overall view. The result of Question
32 shows that better understanding of overall view of the project is seen as an opportunity
to increase the quality, safety and reliability properties of the product. Figure 6.14 shows
that the majority of the respondents think that better understanding would increase at least
somewhat the above-mentioned properties of the product.
Figure 6.14: The results of the Question 32.
The results of Question 33 were unanimous. All respondents think that if the amount of
simultaneous working task is lower it is easier to focus on product assurance tasks. Few
justifications include good aspects why the elimination of simultaneous working tasks is
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important in product assurance domain. One aspect was that if there is less simultaneous
working tasks then there is more time to focus on doing things right in the first place. An-
other point of view was that smaller batches are easier to verify. Workflow visualization is
one of the Kanban principles and according to result of Question 33, in space system de-
velopment this principle should be followed during the project lifecycle because it make it
easier to focus on product assurance tasks and this way increase the safety and reliability
of the product.
Daily stand-up meeting has been seen useful and the respondents think that it might sup-
port the product assurance. As mush as 40% of respondents think that daily stand-up
meeting can support product assurance process a lot as seen in Figure 6.15.
Figure 6.15: The results of the Question 37.
In Question 38, the review meeting is presented as an opportunity that prepares a project
to the milestones and increases the safety and reliability properties of the product. Figure
6.16 shows that the majority of the respondents think that review meeting can support
safety and reliability properties of the product and prepares the project to the milestones.
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Figure 6.16: The results of the Question 38.
6.2.4 Documentation and Customer Collaboration
In documentation context, product backlog is considered to be useful tool that would ease
the documentation process of completed tasks and requirements. All respondents think
that it would ease that process a lot or somewhat as shown in Figure 6.17.
Figure 6.17: The results of the Question 31.
Because the product backlog seems so useful it can be assumed that also other tools that
can be connected to the documentation would be potential. Tools can also be used to
avoid unnecessary documentation not only to support documentation process. For ex-
ample sometimes unnecessary documentation is prepared inside the team because it is a
way to communicate with other team members and inform PA manager. In Section 6.2.3
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mentions that Kanban board would make it easier to follow the process. This tool would
also support the working of PA manager because one glance with the board allows the PA
manager and other team members to know what tasks are already done and what other
team members are doing. This decreases the workload of PA manager and the status of
the project is updated consistently. Still it is important to remember that this board only
works if everybody updates it regularly.
Customer collaboration is the topic of Questions 35 and 36. The majority of the respon-
dents feel that customer collaboration would affect positively to the product assurance as
noted from Figure 6.18. Even if customer collaboration is felt as positive matter in prod-
uct assurance context, the optional comments of Question 36 includes aspects that make
efficient customer collaboration challenging. Especially working in the same space is per-
ceived to be challenging and it is hard for the respondents to imagine that how developers,
acceptance testers and customer could get into the same space. In space development it is
obvious that for example it is hard for the customer to work with other development team
in the same space because the customer can be located in a completely different country.
Even if it is hard for development team and customer to work in the same space, they need
to update the status in other ways.
Figure 6.18: The results of the Question 35.
In Chapter 5 it is said that unnecessary documentation such as email should be avoided
but sometimes, in space system development, this kind of communication is necessary
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because the customer is somewhere else. However, this kind of communication should
be kept as minimal as possible which might be a problem. If the topic of the email is
complex, the amount of emails might increase too high. In this kind of situations a phone
call might be better option and also the misunderstandings that might cause safety and
reliability loss of the product would be more likely to be clarified immediately.
6.2.5 Software Development
Agile development and especially XP offers practises that support the quality of the soft-
ware product. In Figure 6.19, the result of Question 34 shows that the respondents do not
know how to deal with these practises.
Figure 6.19: The results of the Question 34.
One reason might be that this agile method is not familiar enough to the respondents for
them to evaluate the impact of these practises to the software.
6.2.6 Product Assurance Activities and Agile
The majority of the respondents think that there are product assurance activities that can
be supported with agile development and there is no activities that can suffer from agile
development. The respondents felt that one possible issue that can suffer from agile devel-
opment is the cost of acceptance tests because the test is performed in every iteration and
might cause the test costs to explode. Additional feedback part also tells the respondents
feel that hardware testing and agile is a challenging combination.
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6.3 The Conclusions of The Survey
6.3.1 Product Assurance
The main purpose of this survey is to answer two Research Questions, RQ1 and RQ2,
which are presented in Chapter 1. The first Research Question searches answer to the
question how well space product assurance is performed in Finnish space organizations
generally and the second Research Question searches answer to the question how space
product assurance can be supported with agile.
In space organizations, functional disciplines such as electrical, electronic and electrome-
chanical components; materials, mechanical parts and processes; product assurance man-
agement; and quality assurance are well known and quite well implemented disciplines.
The reason why these methods are well known and implemented quite well can be ex-
plained with the fact that these disciplines include functional tasks that are dependent of
project phases. Even if the respondents know these methods quite well they are a little
bit uncertain and they might need some additional practice to compliance with product
assurance disciplines.
The amount of product assurance tasks is sufficient but a higher amount could offer ad-
ditional practice. If the respondents would work with product assurance task more often,
the product assurance disciplines would become more familiar to the developers and they
would work more routinely with them.
Schedule, cost and resource need evaluation are quite easy and there is no need for a tool
that would make this evaluation easier. However it is hard to evaluate the schedule, cost
and resource need if there are missing requirements in design phase because if these re-
quirements appear later they might affect to the budget and schedule negatively.
Risk management is implemented as a part of the project and most of the organizations
use failure analysis method. The most popular analysis methods are FMEA and FMECA.
Even if the failure analysis methods are used, the respondents think that hardware-software
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integration process is not supported enough by standards.
Product assurance requirements change sometimes but the majority of the respondents
still think that there is no need to update these requirements more often. The lifecycle
structure of space system development might be one reason because respondents are used
to long intervals of requirements updates and for that reason they feel that there is no need
to update requirements more often.
Product assurance management is one of the seven disciplines and it defines the role of
PA manager. The importance of this role varies in different organizations. The reason
for this might be the different emphasis of the role inside the organizations. Efficient and
visible use of the role makes it more important because the developers see the benefits of
the role better.
As an answer to RQ1 product assurance and its activities are performed in Finnish space
organizations quite well and respondents do not observe major needs for improvement.
However, the second section of the survey shows that several product assurance parts can
be performed in a more efficient way if they are supported with agile methods.
6.3.2 Product Assurance and Agile Methods
Respondents think that there is no need to update requirements more often during the
project but it would be beneficial to update requirements after every iteration. The fre-
quent updating of requirements supports the safety and reliability of the final product
because then it can be assured that manufactured system is built according to correct re-
quirements.
Process management can be supported with agile. Understanding the overall view is
important if reliable and safety products are desired. Because the hardware-software in-
tegration is supported poorly by the standards, it is the responsibility of the development
team to ensure that hardware and software product are reliable and they work together
safely. For this reason it would be essential for software developers to understand the
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hardware development process better and vice versa. This kind of overall view and status
updating can be supported with tools such as Kanban board and meetings such as daily
stand-ups.
Risk management and verification are essential parts of space product assurance. Even if
the risk management is an iterative activity itself the performance of it can be supported
with agile development. If all risk management tasks are recorded into the product back-
log it would ease the monitoring of risk management tasks between the iterations. Risk
management and verification can both benefit from iterative structure of the project and
different meetings during the iteration. If risk management and verification activities are
taken into account during each iteration then the states of these two are public and these
activities are connected to the project already at the beginning of the project.
Also PA manager would benefit from different meetings and especially daily stand-up
meetings. One responsibility of the PA manager is to take care that product assurance
tasks are completed on schedule so this kind of status updating meeting would help PA
manager to perform all responsibilities more efficiently. If the PA manager takes part
in meetings the communication with development team and customer is more efficient
which also can result in product assurance activities being performed more efficiently and
the need for requirement changes are identified earlier.
As an answer to RQ2 product assurance can be supported with agile practises and even




Product assurance is an essential part of reliable system development. Product assurance
process can be supported with risk management and with different failure analysis meth-
ods. Product assurance is emphasised in development process of mission critical systems
and in this thesis mission critical systems are space systems.
All space system are complex systems that consist of different parts and components.
Because space systems are long-lasting and difficult to repair, is it necessary that all com-
ponents and parts work properly right from the beginning. The development process of
space systems is highly standardized by ECSS-standards. These standards define four
different branches: Space project management, space product assurance, space engineer-
ing and space sustainability. In this thesis, the main focus is in space product assurance
branch.
Space product assurance branch defines seven disciplines: Product assurance manage-
ment; quality assurance; dependability; safety; electrical, electronic, and electromechan-
ical components; material, mechanical parts and processes; and software product assur-
ance. In addition to these disciplines, also verification and risk management are presented
in this thesis because they act in a key role in product assurance domain.
Agile development is a development model that emphasizes transparency of the process
and fast response to changes. Agile development defines different methods and agile
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methods presented in this thesis are Scrum, Lean and Kanban, and Extreme program-
ming. Scrum is a well known method that is based on regular ceremonies such as daily
stand-up, review and retrospective meetings. Scrum also defines different roles such as
Scrum master and product owner. Lean and Kanban emphasize waste elimination and in
these methods everything that does not produce value to the customer is waste. The waste
elimination is enhanced for example with workflow visualization. Extreme programming
defines different practises that are programmer relevant and advance the quality of the
software products.
Agile development differs a lot from traditional waterfall method. In waterfall method,
all requirements and specifications are defined already at the beginning of the project. In
agile, the development process consists of iterations and for that reason the development
process is more flexible and transparent than in waterfall model.
Space systems development process differs from agile development a lot. Space systems
development process reminds the waterfall model and standards also emphasizes water-
fall. Because the space systems development process is complex and it is necessary to
ensure that the final product is safe, agile development would offer practises that support
space product assurance.
In this thesis the main goal is to search answers to two research question: RQ1 how well
product assurance is performed in Finnish space organization generally? and RQ2 how
space product assurance can be supported with agile development?
The answers of these two research questions are examined with the help of a survey which
consists of about forty questions that were sent to the experts of space project develop-
ment.
The survey is divided into two parts that support RQ1 and RQ2. The first part of the
survey examines product assurance and especially the performance of product assurance




The survey got eight answers from five different organizations. In these organizations,
product assurance disciplines such as quality assurance; material, mechanical parts and
processes; product assurance management; and electrical, electronic and electromechan-
ical components are known and implemented quite well. Respondents think that there is
no need to improve the performance of product assurance discipline and activities. For
example there is no need to update product assurance requirements more often and sched-
ule, cost and resource need evaluation seem easy.
However the results of the second section of the survey show that product assurance ac-
tivities can be supported with agile development. If product assurance requirements are
updated after every iteration it would increase the safety and reliability properties of the
product. Tools such as Kanban board and burndown chart seem useful and would support
the evaluation process of schedule, cost and resource needs.
Also other agile tools and practises would support product assurance. Daily stand-up
meeting and Kanban board would ease status updating and review meeting would prepare
the project for the milestones. Product backlog would support the documentation process
because if all tasks are recorded to the backlog it is easy to check which tasks are done
and when.
Broadly respondents think that product assurance activities could be supported with itera-
tive development and there are no activities that would suffer from iterative development
except hardware testing.
The results of the survey provide answers for RQ1 and RQ2. Product assurance is per-
formed in Finnish space organizations quite well and there is no need to improve the per-
formance of product assurance. However survey suggests that product assurance could
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1. Organization/company where you are working * 












2. What is your main responsibility in this organization? * 
   Design 
 
   Software development 
 
   Electronics development 
 
   Mechanical development 
 
   Testing 
 
   Management 
 












3. How many years have you worked with space technology/space system development? * 
   <5 years 
 
   5-10 years 
 











4. How often do you work with product assurance? * 
   Daily 
 
   Weekly 
 
   A few times a month 
 
   Rarely 
 






5. Following the standards during the project is * 
   Easy 
 
   Quite easy 
 
   Quite hard 
 
   Hard 
 






6. How well do you know the following product assurance disciplines? * 
 Extremely Very Moderately Slightly Not at all 
Product assurance management  
 
               
Quality assurance  
 
               
Dependability  
 
               
Safety  
 
               
EEE components  
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Materials, Mechanical parts and processes  
 
               
Software product assurance  
 























               
Quality assurance  
 
               
Dependability  
 
               
Safety  
 
               
EEE components  
 
               
Materials, Mechanical 
parts and processes  
 









8. In your organization, following the product assurance disciplines are implemented 
throughout the project * 
 Always Often Sometimes Rarely Never 
Product assurance management  
 
               
Quality assurance  
 
               
Dependability  
 
               
Safety  
 
               
EEE components  
 
               
Materials, Mechanical parts and processes  
 
               
Software product assurance  
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9. The amount of product assurance tasks is * 
   Too high 
 
   Sufficient 
 
   Moderate 
 
   Too low 
 






10. Performance of the following product assurance discipline activities should be improved in 
your organization * 
Select max 2. 
 
 Product assurance management 
 






 EEE components 
 
 Materials, Mechanical parts and processes 
 
 Software product assurance 
 













12. Are the schedule, cost and resource needs of the product assurance activities easy to 
evaluate? * 
   Yes 
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If you answered "No" to the question 12. 
 









14. Is there a need for a tool that makes it easier to follow resource, cost and schedule issues of 
product assurance activities? * 
   Yes 
 





If you answered "Yes" to the question 14. 
 







16. Do you use a failure analysis method in your organization? * 
   Yes, which________________________________ 
 





17. Does the product assurance process support risk management and is it implemented as a 
part of the process? * 
   Yes 
 







18. How well do the product assurance standards support the hardware-software integration 
process? * 
   Extremely 
 
   Very 
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   Moderately 
 
   Slightly 
 





19. How often are there changes in product assurance requirements? * 
   Often 
 
   Sometimes 
 
   Rarely 
 
   Never 
 





20. Should the product assurance requirements be updated more often during the project? * 
   Yes, justify________________________________ 
 





21. How importance is the role of the product assurance manager in your organization? * 
   Very important 
 
   Important 
 
   Slightly important 
 
   Not important 
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Product Assurance and Agile Methods  
 
Agile development emphasizes customer collaboration, communication and fast response to 
changes. Agile development methods divide the life-cycle of the project into short fixed 
length iterations which typically last 2-4 weeks. The different agile methods, such as Scrum, 
Extreme Programming, Kanban and Lean offer different activities, roles and tools that support 





23. How familiar are you with agile development? * 
   Very familiar 
 
   Familiar 
 
   Somewhat familiar 
 
   Not at all familiar 
 






24. How well do you know the following agile methods? * 
 Extremely Very Moderately Slightly Not at all 
Lean  
 
               
Kanban  
 
               
Scrum  
 
               
Extreme programming  
 






25. Do you use agile methods in your organization? * 
   A lot 
 
   Somewhat 
 
   A little 
 
   Not at all 
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Space Product Development Process and Agile Development  
 
European Cooperation for Space Standardization divides space system development process 
into seven phases which are separated with milestones. Agile development divides life-cycle 
into short fixed length iterations that last 2-4 weeks. Although space system development is a 






26. Division of the life-cycle into iterations that last 2-4 weeks between the milestones would 
be * 
   Easy 
 
   Possible 
 
   Hard 
 
   Impossible 
 





27. Updating product assurance requirements after every iteration would increase safety and 
reliability of the final product * 
   A lot 
 
   Somewhat 
 
   A little 
 
   Not at all 
 





28. Iterative development model would support the performance of risk management * 
   A lot 
 
   Somewhat 
 
   A little 
 
   Not at all 
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29. Is it possible to improve the performance of verification and testing activities with iterative 
development model? (Verification and testing activities are conducted as a part of each 
iteration) * 
   A lot 
 
   Somewhat 
 
   A little 
 
   Not at all 
 





Agile development methods offer tools that make it easier to follow the progress of an 
iteration. One good example of this kind of tool is a Kanban-board where all tasks are included 
on a board that consists of three columns: "to do", "doing" and "done". When the board is up to 
date only one view tells the status of the iteration. Another good example of an agile tool is a 




30. The use of the Kanban-board and the burndown chart would ease the monitoring of resource 
needs and schedules of product assurance tasks? * 
   A lot 
 
   Somewhat 
 
   A little 
 
   Not at all 
 





Product backlog is a prioritized and changing list of tasks and customer requirements that 
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31. Product backlog would ease the documentation process of completed tasks and 
requirements * 
   A lot 
 
   Somewhat 
 
   A little 
 
   Not at all 
 





32. Better understanding of overall view of the project would increase the quality, safety and 
reliability of the product * 
   A lot 
 
   Somewhat 
 
   A little 
 
   Not at all 
 





33. Would it be easier to focus on product assurance tasks if the amount of simultaneous 
working tasks was lower? * 
   Yes, why________________________________ 
 






Extreme programming (XP) is an agile method that offers practices. For example, the design 
is kept simple and all software is programmed in pairs. The testing includes unit testing, i.e. 
software is divided into small units which functionalities are confirmed with tests, and 
acceptance testing i.e. test that ensures the contractual correctness of the product . Also the 
whole team, including the customer, works in same space. 
 
 
34. These practices of the XP would increase the quality of the space system software? * 
   A lot 
 
   Somewhat 
 
   A little 
 
   Not at all 
 










35. The increase of the customer collaboration would affect the product assurance of the space 
product * 
   Positively 
 
   Negatively 
 
   Not at all 
 












Scrum is a well known agile method that includes different ceremonies such as planning, daily 
stand-up, review and retrospective meetings. 
 
37. A daily stand-up meeting each team member tells what he/she did yesterday and what he/she 
is going to do today. Each member also informs if he/she has any problems in their development 
work. This kind of status updating would support product assurance process * 
   A lot 
 
   Somewhat 
 
   A little 
 
   Not at all 
 






38. A review meeting will be held at the end of each iteration. In this meeting the result of the 
iteration is presented to the customer. Customer is able to give feedback of the product and 
inform if there are any changes in requirements. Could this kind of meeting support safety and 
reliability properties of a product and prepare the project to the milestones? * 
 
   Yes, optional comments________________________________ 
 







APPENDIX A. SURVEY PLATFORM
101
39. Are there product assurance activities that cannot be supported with agile development? * 
   Yes, what________________________________ 
 






40. Are there product assurance activities that would suffer from use of agile development? * 
   Yes, what _______________________________ 
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